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(' Rule #1: 5& File Server Rule #4: VPN/WFH
9l p ) Dynamic Data: Drive O:\, R:\, L:\ Policy: Disable all VPN users
Static Data: Drive T:\, U:\ Approval Path:

Disk Quota: TBA by SPS User > Sup. > Mgr. > Director

S, Rule #2: USB Storage ) = Rule #5: NCR-WiFi
"3 Policy: Disable all USB Storage - < Policy: Change Password every 180 days
Approval Path: ‘ NCR-WeCan: NCR Team Only

User > Sup. > Mgr. > ICT Mgr. NCR-Learning: NCR Guest
(Customer, Supplier, Others)

+ Rule #3: User’s Password
/PASSWORDS Policy: 8 Characters [Digit + Uppercase + Lowercase + Special Character]
o= PuyL Notes: Force a Group Policy by Server Manager, Password Expiration for Users
= (1]

faaNaus1aaztdaalliNLaEN1n e-mail SPS 157 9 da5u HVERE
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Rule #1: 5& File Server g3t
Dynamic Data: Drive O:\, R:\, L:\ n173m Folder/Subfolder
Static Data: Drive T:\, U:\ R:\ICT\ICT Mgr\
Disk Quota: TBA by SPS v 11T Mar
Work Instructions: ICT_Budget-Expense
1. Mgar. AmuuasTluuy folder path Tvisaamaaafiu dynamic/static data » | ICT_DBbak
2. User vin 5a file server [ move static data from O:\ to T:\, R:\ to U:\ ] ICT Form

3. SPS amadauanuaanadaadnavy dynamic/static data

ICT_PM-PI
4. SPS uiv disk quota wayaavin disk quota configuration (@Wwindows Policy) } S

» |CT_Procedure-WI-JD

Notes: ICT_QualityRecord
Dynamic Data: Information that is vague, fleeting, free floating and ever changing. v L ICT Yearly-KPL Action
Static Data: Information that is concrete, constant and stays the same. AL

> | Fy2022
Backup rules: s B Evo02
Dynamic Data: Daily > Monthly > Yearly s T Ey2024

Static Data: Monthly > Yearly
Target: within 12 Apr 2024 WERE
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~Rule #2: USB Storage

Policy: Disable all USB Storage
Approval Path: User > Sup. > Mgr. > ICT Mgr.

Work Instructions:

1. ¢ha ICT zaaiudnianidn USB Storage win users viauiliinau Dec 2023

2. ¢ha ICT eiiunns disable USB Storages [using Windows Group Policy/Client configuration]
3. msuaawl@liu USB Storage 1 2024 1w \fluldau approval path 796

4. Users si'l@suaui@anglioru USB Storage agsiavisuunu P2A 1ilu 2 asa/il

Notes:

Risks might include:

« Passing a virus or malware between machines.

« Data falling into the wrong hands simply by losing the device.
« Targeted hacking could be in the form of ‘found” USB devices.

Status: Completed on 01 Feb 2024

The Hase jadist
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Work Instructions:

#lhe ICT Force a Group Policy by Server Manager: finaivauly password 1w 01 Apr 2024
Users savAtvua password liiganaaasnu password policy 11a6u

Password Expiration for Users : 180 days .

¥1U users udv username way password ravautav iuAfadUNTILIAHLAATNG

PN

Caution:

Risks associated with weak passwords

« Unauthorized access [aAsiindasyuunasldaauiimmas e lu'lasuauana]
Account takeover

Data breaches [nsirauaaninaaianlilasuaunna]

Identity theft [ nsaluadauadruuanal

Financial losses

— The Hose Specialist
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Rule #4: VPN/WFH
Policy: Disable all VPN users
Approval Path: User > Sup. > Mgr. > Director

Work Instructions: |

1. ¢ha ICT aasoruanauni&n VPN users nn users viautiénauil 2024

2. msuaauwdidildeau VPN 11 2024 Tvitiluldeu approval path 2iveeu

3. da ICT agvinnns reset VPN password nin q 56-3a 180 TU

4. Users ileuauiiidns VPN siavsv laptop wiiavin PM fidhe ICT vin 9 90 $u

Notes:

When you use a VPN, you are still at risk of:
= Trojans

- Bots

- Malware (Ransomware)

= Spyware

= Viruses

WNER.
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O ~—= Rule #5: NCR-WiFi
*  Policy: Change Password every 180 days

* NCR-WeCan: NCR Team Only
o NCR-Learning: NCR Guest (Customer, Supplier, Others)

Work Instructions:

1. dhe ICT agvinnsul&eu password dudu WiFi NCR-WeCan vin q 180 u

2. WiFi NCR-WeCan Tdd@usuninenu NCR wintiu

3. WiFi NCR-Learning Taf&»¥u mobile phone, self learning wag NCR Guest (Customer, Supplier, Others)
4. viu users wav password WiFi NCR-WeCan Tviuamaniauannsiulaaianuie

Notes:

Security risks of public WiFi ) )

» “Evil twin” attack [hacker agée Hotspot AP (access point) duniuaidaansa tvivdauduiilu AP]
Man-in-the-middle attack (MitM). [anWeuutaTazing Wasuzayanisfiacnaginssy]

Password cracking attack

Packet sniffing attack [Asw2inderiayatisde u,aymLuuﬂ’mﬂaﬂuuﬂawauauu]

Security misconfigurations [A1stlan@aINAANAIA I1AAITAVAIFIUCTY 9 UDITYLU ]

HVERE
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